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Presenter Notes
Presentation Notes
Intro yourself with a brief description of your FBI career and tell a little about yourself before the bureau.  Some speakers talk about their families as well.  Share as much or as little as you like.



FBI Priorities

1. Protect the United States from terrorist attack

2. Protect the United States against foreign intelligence operations and 

espionage

3. Protect the United States against cyber-based attacks and high-technology 

crimes

4. Combat public corruption at all levels

5. Protect civil rights

6. Combat transnational/national criminal organizations and enterprises

7. Combat major white-collar crime

8. Combat significant violent crime

9. Support federal, state, local and international partners

10. Upgrade technology to successfully perform the FBI’s mission

Presenter Notes
Presentation Notes
FBI Priorities have been consistent since 2001.  We hear about violent crime almost on a daily basis – however – WCC is a higher priority.



Types of White Collar Crime

 Health Care Fraud  
 Corporate Fraud
 Investment (Securities/Commodities) Fraud
 Financial Institution Fraud/Bank Fraud 
 Mortgage Fraud
 Mass Marketing Fraud
 Antitrust Matters
 Bankruptcy Fraud
 Credit Card/Check Fraud
 Fraud Against the Government

Presenter Notes
Presentation Notes
“White Collar” covers a variety of crimes which are fraudulent.  Generally not violent in nature and the goal is financial gain.



2022 IC3.gov Data

Presenter Notes
Presentation Notes
The Internet Crime Complaint Center, iC3, was created by the FBI Cyber Division as a way for individuals and businesses to easily report crimes to the FBI.  You can also call 800-CALLFBI.  The next few slides will have information from the 2002 report published in March.  The numbers tell their own story, but one of the reasons why I am here today is to prevent you or someone you know from becoming a statistic in future reports.  I hope you will tell a few people what you hear today and it makes them think twice before they agree to something which sounds too good to be true.



IC3 Complaint Statistics

Presenter Notes
Presentation Notes
As you can see the trend is going in the wrong direction – up.  We thought it went up in 2020 due to individuals working from home.  The number of complaints is fairly consistent but the jump in dollars lost is staggering.  Keep in mind, these are only numbers for reports made to the FBI.  Many victims are too afraid or ashamed to report it to the FBI.  The numbers most likely are even higher.



2022 IC3 Data

Presenter Notes
Presentation Notes
Individuals of all ages are victims of crimes.  We are not able to capture information on minors which is why iC3.gov captures age ranges.  We often find victims are well educated.  Many think it could never happen to them.  (We do not capture gender.)



2022 IC3

Presenter Notes
Presentation Notes
It is not always great to be in the top ten.  In previous years we were top 20.  To put this in perspective, Arizona averages 1,000 on-line complaints a month in addition to the calls we receive at our National Threat Operations Center, referrals from LE Partners, etc.  We have less than 10 Agents dedicated to working White Collar Crime.  We cannot investigate them all which is why we do presentations to help prevent it.



2022 IC3

Presenter Notes
Presentation Notes
People ask why we think Arizona is in the top 10.  Phoenix is the 5th largest city; we also have more snowbirds who may use their Arizona address as the permanent one when reporting.  The population of Arizona is 7.26 million people and continues to rise.  Compared to the last slide, that is a lot of loss per individual.



IC3 Crime Types

Presenter Notes
Presentation Notes
iC3 tracks these crimes each month.  Until 2022, BEC was number one.  Keep in mind, victims select the Crime Type when filing the report.

Ask the group if they know what “Spoofing” is.  Explain how bad actors can us an application on their phone to make it look like they are calling from local law enforcement, thus spoofing the number.  This is also part of Government Impersonation fraud.

Phishing could also be categorized as Tech Support or Personal Data Breach.



IC3 Data

Presenter Notes
Presentation Notes
I won’t say all Crypto Investments are fraudulent, however, we have seen a significant increase in investment fraud and the majority of it has been in crypto currency.  It is not regulated which makes our job harder and many of the companies are not located in the United States so they may not respond to our requests for information.



Crypto Investment Scams

Potential Signs of a scam:
• Statements of “guaranteed  returns” with “no risk”
• Advertised investments include cryptocurrencies and real estate
• Fake testimonials, often from celebrities 

Presenter Notes
Presentation Notes
Not all crypto is bad.  It is not a regulated currency.  Many of the companies are not U.S. companies.

It starts with a friend request on social media, a “hello” text message – a relationship develops, they build trust and then tell you about this great opportunity.

They request conversations be on an encrypted application (WhatsApp, Signal, etc).  They usually have a reason to be out of the country.



FBI Phoenix Success!!

Presenter Notes
Presentation Notes
We served 3 seizure warrants totally $112 million.  We have identified six platforms which were utilized for the fraud.  The sights looked legitimate. 150 victims identified and we are seeking more.  Crypto is traceable, but it take time.

Most investors started small
Encouraged to put more in over time.
Sometimes requested to withdrawal early and actually received funds (less than $10,000).
Invited friends and family to invest
Took out “debt consolidation loans” to invest – this is bank fraud.
Liquidated retirement accounts – even if under 59.5 and were penalized.
Victims thought they made so much money they quit their jobs.
Invested divorce settlements
The list goes on…

We decided to take the money while it was there, now we are working on fully identifying all of the subjects to charge them in the future.  None are located in the US.



Spear Phishing

 Use of social engineering (via email or phone) to 
surreptitiously obtain information

 Medicare/doctor’s office employee

 Employee from your bank
 Attempt to obtain account information as well as PII

 Employee from your own company
 Attempt to obtain sensitive company information

Presenter Notes
Presentation Notes
Make the call, don’t take the call.





Warning Signs

 Offer sounds too good to be true

 Seller using high pressure sales tactics

 Seller asking for information that is usually 
considered personal (e.g. social security number, 
credit card information, etc.)

 Investment offer unsolicited



Tips to Protect Yourself

Things you should do:
 Insist on learning full name, address, contact info, etc.
 Insist that all information is sent in writing
 Research all solicitors through BBB, state AG’s office, 

and/or consumer protection service
 Register with the FTC’s “Do Not Call” registry
 Only give out your personal info when necessary
 Regularly check your credit with one or more of the three 

credit reporting agencies
 Properly dispose of documents which contain PII (e.g., 

shred instead of throwing in trash)

Presenter Notes
Presentation Notes
Never answer the telephone saying “yes.”



Tips to Protect Yourself cont’d

Things you should NOT do:
 Do NOT make any payments to either secure a prize 

or improve your chances of winning a prize
 Do NOT be intimidated into making hasty financial 

decisions by high-pressure sales tactics
 Do NOT provide anyone with your sensitive personal 

or financial information
 Do NOT deposit checks and wire back any fees using 

the check proceeds until the checks have fully cleared
 Do NOT be lured by offers that are simply too good 

to be true … they almost certainly are



Close, but no cookie…
Can you spot the difference?

 CUSTOMERSERVICE@AMAZON.COM
 CUSTOMERSERVICE@AMAZ0N.COM 
 There is a zero instead of an O in the word Amazon in the second email address

 customercomplaintdepartment@apple.com 
 customercompliantdepartment@apple.com
 Transposed the I and the A in the second email

 returndepartment@WaImart.com
 returndepartment@Walmart.com
 In the first email, there is an uppercase I instead of an L in the word Walmart

mailto:CUSTOMERSERVICE@AMAZON.COM
mailto:CUSTOMERSERVICE@AMAZ0N.COM
mailto:customercomplaintdepartment@apple.com
mailto:customercompliantdepartment@apple.com
mailto:returndepartment@WaImart.com
mailto:returndepartment@Walmart.com


What Can You Do?

PASSWORD DISCIPLINE
 Use long passwords
 Don’t reuse passwords for 

more than one account
 Consider changing passwords 

frequently
 Consider using a Password 

Manager

UNCLASSIFIED



Prevention Tip:  Create Strong, Unique Passwords



Review and Monitor Financial Statements

Under federal law, each credit bureau is required to provide 
consumers

one free report
each year 

AnnualCreditReport.com
1-877-322-8228

Presenter Notes
Presentation Notes
Three major credit bureaus:

Equifax.com
Experian.com 
Transunion.com




Be mindful with Social Media

• Keep accounts private and 
review connections

• Be wary when sharing 
personal information

• Check app settings 

Presenter Notes
Presentation Notes
Fourth, be mindful with web activity. You want to do sensitive browsing, like banking and shopping, on a personal device and a trusted, secured network. And avoid using public Wi-Fi whenever possible or, if you have to, be sure to use a VPN. 




If you Are a Victim

WHAT TO DO IF YOU ARE A VICTIM

Immediately contact your bank and initiate a recall.

Contact your local FBI Office, 800-CALL-FBI.

Report it to www.ic3.gov

Change email passwords and check your email 
account for any changes to your mailbox rules, such 
as Mail Forward, Delete, CC, or BCC.

Change all e-banking and/or other pertinent 
passwords.

UNCLASSIFIED
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Presenter Notes
Presentation Notes
If you are a victim the first thing you want to do is call your bank, explain you were a victim of fraud, and direct them to initiate a recall of the payment. This is typically referred to as a SWIFT recall if it was a wire transfer. Get a confirmation number from the bank and any other documentation available.

After you call your own bank, make a report at IC3.

Check for new rules to your email account – the scammers could have accessed your email and changed settings to forward your future emails to themselves, or to BCC themselves on your outgoing messages, for example. This enables them to continue their scam even if they get locked out of your account when you change the password.

Change all your vital passwords, especially email and banking passwords.

http://www.ic3.gov/


National Elder Fraud Hotline

The National Elder Fraud Hotline aids victims of elder 
fraud. This hotline is staffed by professionals who 
know how to support victims of fraud. Case managers 
will help victims through the reporting process at the 
federal, state, and local levels. 

To reach the National Elder Fraud Hotline, call: 
833-FRAUD-11



Federal Trade Commission

The Federal Trade Commission website features a page 
that provides information on what to do if you get 

scammed.  www.ftc.gov

http://www.ftc.gov/


AARP Fraud Watch Network

 Peer Support Groups
 Fraud prevention
 Scam tracking map

 www.aarp.org



Cybercrime Support Network

FightCyberCrime.org helps users learn how to 
recognize, report, and recover from cybercrime, online 
fraud, and scams. 



Q & A

• “Judge a man by his questions rather than his 
answers.”

~ Voltaire

• “If there are no stupid questions, then what 
kind of questions do stupid people ask?  Do 
they get smart just in time to ask questions.”

~ Scott Adams

 



Closing Thoughts

SSA Mary F. Gleason
Phoenix Field Office/Squad C-4

Complex Financial Crimes
623-466-1014

mfgleason@fbi.gov
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