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Presenter Notes
Presentation Notes
Hello everyone, my name is ___________. I am a Community Outreach Coordinator with the Arizona Attorney General’s Office. The Community Outreach team travels across Arizona presenting on topics and issues impacting Arizonans and that are of great importance to Attorney General Mayes. The topic we are covering today, consumer fraud and scams, is something effecting people all over the state. How many of us have received scam calls or texts, fraudulent emails, or encountered someone trying to sell us something that sounds too good to be true? Well today we are going to go over the most common consumer complaints that we see at the Attorney Generals Office as well as some of the most common scams targeting people everywhere. 
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• Top trends

• Filing a consumer complaint with the AGO
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Key Points

Presenter Notes
Presentation Notes
Brief rundown of what we will go over in presentation.

Today we will be talking about some general tips to follow in order to help keep 
yourself safe from any type of fraud. We will be going over the warning signs we 
ommonly see amongst scams. After that we will go over the top consumer complaints 
that our office received in 2022, as well as the top trends we are seeing. We encourage 
all that have been through any type of fraud to report it to our office, so at the end 
we will go over where to find the consumer complaint form online, how to request a 
copy of it, and how to file that complaint form with our office.





Best Practices

• If it sounds too good to be true, it probably is

• Do your research

• Credit cards are the safest way to pay

• Avoid wire transfers/gift card purchases for strangers

• Check your bank and credit card statements regularly

• Protect your personal information

Presenter Notes
Presentation Notes
***Expand on personal information (SSN/banking and credit card info/passwords/etc.)

The greatest tip we can give to consumer is: if it sounds too good to be true, it probably
 is. As much as we all dream of making it big one day or having someone tell us that we 
have won $1 million and don’t have to worry about finances anymore, it is something that in 
reality will likely not happen. When presented with a great deal or something that sounds too 
good to be true, use your best judgement and take those extra moments to think about a 
decision you are making. Scammers love to use high pressure sales tactics to get you to make 
a split-second decision before thinking it through. Scammers will often prey on the persons 
emotions and make it as though it might be a limited time offer, or a one-time deal so the 
person is more likely to act spontaneously. It is useful to remember that a reputable business 
will never pressure you to make a decision on a product or service, if it is good deal now you
 will likely have at least a little time to think about it. It is important to take time and do your 
research about the product or service to ensure it is a real offer. 
 
Most people may not realize it, but credit cards are a safer way to purchase things like products
 and services. It is easier to dispute charges made on a credit card with those credit card 
companies, rather than other forms of payment like a debit card, wire transfer, or cashiers 
check. Wire transfers and gift card purchases, especially to strangers, is something we do not
 recommend. Making it a habit to check your bank and credit card statements frequently can 
also aid in protecting yourself against consumer fraud. 
 
The last best practice that we encourage everyone to follow is protecting your personal 
information. There are things we don’t think twice about when sharing, like our birthdays
or full names, but its important not to overshare. Personal information you should always 
keep private include your SSN, bank and account information, passwords, etc. In addition, 
it is important to remember not to over share on social media either. Fraudsters can oftentimes
 gather quite a bit of personal information from people by scrolling through their social 
media accounts as well. 



Warning Signs

• High-pressure tactics and urgency

• Demands for personal information or money

• Unsolicited communications (calls, emails, texts)

• Promises of free goods or services

Presenter Notes
Presentation Notes
When we say “red flags in advertising and online listings” we are talking about:
Prices being extremely low
Spelling/Grammatical errors in posting
Unusual payment methods
Countdown when things are in the cart
A newer website with not much information

Some of these may be easy to overlook, it’s important to stay vigilant 

Here we are going to cover some common warning signs that we see across a variety of different scams. We have found that a lot of the scams in the consumer complaint forms we receive show similar warning signs. These warnings signs are: the person using high pressure tactics to stop you from taking time to do your own research. Oftentimes the person can turn angry or hostile if they can tell you are not going to fall for it. Another common warning sign is requesting personal information or money. You may be asked to provide a lot of personal information, like your bank account information so that they can deposit money for you. Or they request money from you to cover some sort of fee but that they will refund you once they send you what they promised. You might see an influx in unsolicited communication via calls, emails, or texts. Like it or not, our phone numbers are very easy for people to get. If you are receiving a lot of calls or texts about goods or services you do not need and have not reached out to anyone for, it is possible it may be someone trying to scam you. Another common tactic we see across different scams is that the scammer might promise free goods or services. If you hire them for a job, they will do this other job for free, or they happen to have these left-over materials from a previous job and will offer them to you for no extra cost. 





Warning Signs

• Red flags in advertising and online listings

• Prices being extremely low

• Spelling/Grammatical errors in posting

• Unusual payment methods

• Countdown when things are in the cart

• A newer website with not much information

Presenter Notes
Presentation Notes
When we say “red flags in advertising and online listings” we are talking about:
Prices being extremely low
Spelling/Grammatical errors in posting
Unusual payment methods – like gift cards
Countdown when things are in the cart – limited time offers
A newer website with not much information

***If it sounds too good to be true, it probably is.
Some of these may be easy to overlook, it’s important to stay vigilant 

There may also be red flags to look out for in advertising or online postings for these goods and/or services. Our office often see’s misleading or deceptive language in advertisements with some of the complaints we receive. These can be things like, grammatical errors, wrong addresses, no photos, no reviews, and no legitimate webpage for the goods or services. Stay vigilant and always question things. It is never a bad idea to do additional research into goods and services, especially if you are going to be spending a lot of money. You can never be too cautious when it comes to protecting yourself from consumer fraud.




Top 5 Consumer Complaints from 2022 
AGO Report

Presenter Notes
Presentation Notes
Mention that the next five slides will be the top 5 from a report on top consumer complaints in 2022 from our office. 

In this following section we will go over the Top 5 consumer complaints the Attorney General’s Office received in 2022. The complaints come into the office’s Consumer Information and Complaints section and every one of them is reviewed. 




Motor Vehicle
Some auto dealerships and repair shops may mislead or deceive you about the 
terms of a purchase or vehicle repair.

• Buying a Car
• Research price/value of vehicle

• Check financing rates with your bank before purchase

• Check the title

• Make sure contract has no blank spaces

• Car Repairs
• Get quotes in writing 

• Don’t pay for anything you did not authorize

Presenter Notes
Presentation Notes
Touch on fraudulent car sales and repairs and how to avoid those. 

Buying a car:
Being rushed to sign paperwork
Blank spaces on contract/paperwork
Sales person suggesting you take vehicle home before financing approved
Incorrect or missing title
A “pushy” seller
Mismatched exterior paint

Repairs:
Look out for businesses trying to add on additional services when taking in for a repair�Read your invoice (itemized is best) thoroughly 
	-check for double charges
	-make sure you authorized repairs made
If possible, get several quotes in writing
Make sure labor costs are included in the quote

First, Motor Vehicle Fraud. Some auto dealerships and repair shops will mislead or defraud you about the terms of a purchase or vehicle repair. 
When buying a car, it is important to note that you have the power to negotiate offers the dealer makes. Do not accept the first offer. Do your research on the vehicle you are looking at and make sure you are aware of its value and average price of the vehicle. You can do this by using free online tools. Kelly Blue Book is a tool that is often used and most accurate. You can search for that same vehicle in other areas to know the average price or the vehicle. Another precaution to take is making sure you know the financing rates before you make a purchase. It is also a good idea to check the title of the car. It is illegal to sell a car that has a title that is not in the seller’s name. When you decide to purchase a vehicle, read through the contract thoroughly and do not sign any contract that has blank spaces or is not completely filled out by the dealership. If ever presented a contract with blank spaces make sure to mark through them. 
 
Do not agree to a monthly payment that makes you uncomfortable just because a salesman says you can afford it. – “When financing a vehicle, the dealership may represent to you that you can afford a specific monthly amount because it’s below a certain percentage of your income. But you are the best judge of what you can afford given your current financial situation and household expenses.” It is a good idea to settle on the price of the vehicle before negotiating the monthly payments otherwise you may end up spending way more than you wanted to.
 
When getting repairs on vehicles, you want to get quotes before you agree to a repair shop. Make sure those quotes are written and do not pay for anything you didn’t authorize. Repair shops that are participating in scams may repair something you did not authorize and charge you for that service. Or they may claim they completed the repair when they did not. Ask for quotes, several if needed, and make sure they are in writing. Also, make sure that the labor charges are on the quote to avoid any unforeseen charges after the repair.





Mortgage and Real Estate

Scammers may pretend to be escrow officers, real estate agents, or the lender to 
attempt to get the prospective homeowner to wire funds to illegitimate sources.

• Work with reputable lenders/agents

• Be wary of unsolicited offers or online ads

• Never wire money for a down payment

• Read and understand contracts and paperwork before you sign
• Don’t be afraid to ask for help

• Do not sign any agreement, lease or contract that has blank spaces

Presenter Notes
Presentation Notes
How to find reputable lenders/agents 

Mention how to look out for fake rental listings. Touch on different ways scammers target people

Mortgage red flags can happen in various ways, things to take your time when finding lenders/agents
Watch out for false or misleading information on listings

 transition to the different mortgage/real estate scams in next slide

Scammers will pretend to be escrow officers, real estate agents, or the lender to attempt to get the prospective homeowner to wire funds to illegitimate sources. However, there are ways you can protect yourself. Always make sure you are working with a reputable lender and agents. You can check for an online presence. Especially in today’s world, most reputable lenders/agents will have websites or be on social media and keep their information up to date.  Be wary of unsolicited offers or online ads, these will contain the same red flags for other online postings, things like, grammatical errors, wrong addresses, the wrong information on the house. It’s a good rule to never wire transfer money for a down payment to individuals you have not researched, if you are at the point where you are making a down payment, work with your trusted lender/agent closely to ensure you are being safe. Make sure you read and understand the contracts and paperwork before you sign anything – remember the no signing contracts with blank spaces rule – and do not be afraid or embarrassed to ask for help if you need it. There are reputable services that offer help when it comes to mortgage and real estate, just make sure you do your research and know they are reputable. You can do so by looking them up on the Better Business Bureau webpage, or even reading reviews online.




Mortgage and Real Estate
Common Scams

• Escrow wire fraud

• Loan flipping and predatory lenders

• Foreclosure relief

• Reverse mortgage scams

• Fake listings and rental scams

• Bait-and-switch prices

Presenter Notes
Presentation Notes
Will briefly go over each one and what they are/how scammers can target people.
Escrow wire fraud
-unexpected changes to wiring instructions
-urgency to wire funds immediately without verification
-poor communication

Loan flipping and predatory lenders
-Offers seem too good to be true
-Pressure to refinance frequently
-unlicensed or unregistered lenders or brokers

Foreclosure relief
-Upfront fee’s or payment requests
-Promises to stop foreclosure

Reverse mortgage scams
-Unsolicited offers 
-pushy/high pressure tactics
-request for payments or upfront fees

Fake listings and rental scams
-Listing is significantly lower than similar properties in the area
-absence of property visits or inability to meet with landlord/property manager

Bait-and-switch movers
-Low cost estimates without on-site inspections
-lack of a physical address
-unprofessional behavior 

 Again, take the time to do the proper research and make sure you are working with a reputable lender, agent, or service.





Mortgage and Real Estate Scams
Moving Scams

Movers may quote a low price and charge the consumer a higher price after the 
service is done resulting in “hostage loads” until the consumer pays the higher price.

• Do not pay cash or a large deposit 
before the move

• Make sure you have the proper 
insurance

• Get copies of everything you sign

• Research moving companies

• Get all quotes in writing

• Beware of extremely low estimates

• Ask about charges or additional fees

Presenter Notes
Presentation Notes
https://www.azag.gov/press-release/az-attorney-generals-office-warns-arizonans-beware-scams-peak-moving-season-arrives
 
Follow these tips to reduce the chances of being scammed during your move:
Thoroughly research moving companies. Before hiring a company, check on a business’s complaint history and reputation with organizations like the Better Business Bureau. Start your research early. Read online reviews. Do you see red flags from customers?
Check the mover’s registration. Interstate movers are required to register with the Federal Motor Carrier Safety Administration (FMCSA) and have a U.S. DOT number. You can confirm your mover is registered by checking the FMCSA’s website or calling the FMCSA at (202) 385-2423. Arizona has no registration or professional licensing requirements for movers.
Get moving quotes in writing.  Before moving, obtain at least three written estimates.  Interstate moves are priced according to weight and distance.  Intrastate moves are usually based on hourly charges.
Beware of extremely low estimates. Dishonest moving companies will often give you a low estimate over the phone or in online postings to get your business and then demand far more after your goods have been loaded onto their truck.  This is illegal.
Ask about charges or additional fees. Moving companies may charge additional fees for travel time, packing materials, stairs, or gas, and/or have minimum charges.  Make sure you receive a detailed up-front written estimate.
Do not pay cash or a large deposit before the move.  Some movers will require a small deposit when the contract is signed, but beware of movers requiring a large up-front deposit, cash, or full payment beforehand.
Move valuable items separately. If you have valuable items like cash, electronics, or jewelry, important medical items like medications or inhalers, or confidential items like bank statements, you should move those items yourself. 
Make sure you have proper insurance. Most moving insurance is based upon weight and not the value of your goods, so your expensive, lightweight items may not have enough basic coverage if damaged during your move. Read the insurance coverage and ask questions before signing any contract. Prior to your move, you may also want to check with your homeowner’s or renter’s policy or consider purchasing supplemental moving insurance.
Get copies of everything you sign. 



Computer/Internet Webpages
Scammers often copy websites that you go to regularly, prompting those with accounts 
to log in, hoping you will give the scammer access to your personal information.

• Always verify the web address (URL) of the webpage and look for the lock before 
entering personal information

• Be wary of unsolicited emails or pop-ups

• Use strong passwords

• Never share passwords

• Regularly keep software updated 
• Install security on computers

Presenter Notes
Presentation Notes
Will talk about the different ways to make sure a website is legitimate.

Look out for poor website development
Not enough information on business
Odd payment acceptance
High pressure tactics
Unrealistic prices or offers

Download a good antivirus program and VPN
VPN stands for “virtual private network” and protects your internet connection and online privacy
You can check with your internet service provider or the company you purchased the device from for help with anti virus programs. Or do your own independent research. 
If needed seek profession help in downloading antivirus software and protection on your devices

Exercise caution and trust your instincts when visiting unfamiliar websites.

Scammers often copy websites that you go to often, prompting those with accounts to log in, where the scammer is hoping you will give them access to your personal and private information. There are ways you can keep yourself safe. Always verify the web address (URL) of the webpage and look for the lock before entering personal information. Be wary of unsolicited emails or pop-ups. Use strong passwords. Never share passwords. Regularly keep software updated. Install security on computers. Download a good antivirus program and VPN. VPN stands for “virtual private network” and protects your internet connection and online privacy. You can check with your internet service provider or the company you purchased the device from for help with anti-virus programs. Or do your own independent research. If needed, seek profession help in downloading antivirus software and protection on your devices
Exercise caution and trust your instincts when visiting unfamiliar websites. Look out for poor website development, there may be signs such as: Not enough information on business, odd payment acceptance, high pressure tactics, unrealistic prices or offers. Ultimately it is best to exercise caution and trust your instincts when visiting unfamiliar websites.





Telemarketing and Unsolicited Texts
Scammers will contact you pretending to be affiliated with reputable businesses 
and claim to have enticing offers, but need your information to give you the offer. 

• Don’t trust caller ID

• Don’t give out personal information, 
    especially to incoming callers

• Hang up and call back using a number you look up

• Don’t be intimidated

• Sign up for the Do Not Call registry

*Legitimate businesses will never require personal 
info when giving out special offers*

Presenter Notes
Presentation Notes
Explain how scammers can spoof the Caller ID so it’s best to hang up If they are unsure about the call.

Scammers may engage in fraudulent activities via telemarketing and unsolicited texts these are some ways to help keep yourself safe. 

However it is important to note that not all telemarketing calls are scams. Some legitimate businesses also use telemarketing to promote their products or services. To distinguish between the two, exercise caution, verify the caller’s identity, and never provide personal or financial information.

Scammers will contact you pretending to be affiliated with reputable businesses and claim to have enticing offers, but need your information to give you the offer. To help protect yourself always be cautious. Don’t trust the Caller ID, scammers have ways to spoof numbers and will use the area code you are in or associated with when spoofing those numbers. For example, if you are from out of state and you get a call from your hometown area code, a person may be more likely to answer a number that is familiar. 

Another good tip to follow is never give out your personal information over the phone, especially to incoming calls. Be cautious when incoming calls are asking for personal information, even if they are asking you to verify and it sounds like they have your information. Don’t be intimidated by these unsolicited texts or calls. You can hang up, call the company they claimed to be at a number that you have looked up yourself and ask if they have a record of calling you at the time they did. You can also sign up for the Do Not Call Registry. (walk them through how to do it)
However, it is important to note that not all telemarketing calls are scams. Some legitimate businesses also use telemarketing to promote their products or services. Legitimate telemarketers will not call you if you are on the Do Not Call Registry. To distinguish between the two, exercise caution, verify the caller’s identity, and never provide personal or financial information.
What we want you to remember is no reputable or legitimate business will ever require personal information over the phone when giving out special offers.




Telecommunication
(Internet Service Providers, Cell Phones, Pay TV, Etc.)

Scammers will often target your service provider information. Scammers will then 
pose as your service provider by calling or texting requesting personal information, 
or giving you alternative payment instructions. 

• Don’t trust Caller ID
• Hang up and contact provider with a number you look up to make sure it was 

not a scam

• Keep personal account information safe (including payment information)

• Don’t pay bills or service providers using a gift card

Presenter Notes
Presentation Notes
Will note that this is often when gift card scams happen, but that IT IS OK to use a gift card at the business it is meant for- incase they get confused and never want to use a gift card.

Will touch on the ways you can make sure you are in contact with a reputable service provider. 

The process typically involves scammers posing as legitimate service providers and contacting users through calls or texts to extract personal information or redirect payments. To protect yourself from telecommunication fraud, it is important to follow these guidelines:

Scammers will often target your service provider information. The process typically involves scammers posing as legitimate service providers and contacting users through calls or texts to extract personal information or redirect payments. Scammers may use deceptive advertising and charging practices. These include things like low introductory rates that increase without warning, autorenewal and autorenewal at higher rates, hidden surcharges that may not be included in the advertised price, surcharges that can be increased without warning, and cancellation fees.” 

This is also when gift card scams often happen, scammers telling you to buy a gift card to pay for your service. Do remember IT IS OK TO USE a gift card at the business it is meant for. There are some ways you can make sure you are in contact with a reputable service provider. E.g., contact that provider using a number that you find online from their website to make sure they are the ones who contacted you. 
To protect yourself from telecommunication fraud, it is important to follow these guidelines:

Tips for handling these type of business practices include:
1. Questioning the business about the cost – e.g. “Does this rate include all monthly charges?” “Will this rate change in the future?” “What is the cost to cancel?” “Is this a tax or a surcharge?”
2. Getting everything in writing and reviewing it. It can be difficult to read and review all fine print. If there is something you do not understand, be sure to ask questions. 
3. Reviewing your monthly charges – When it comes to pay TV or telecommunications providers, many consumers use autopay or may be required to accept a recurring monthly charge. This makes it important for consumers to review these monthly charges to make sure that the rates they’re paying have not increased, and to make sure they are no paying for a service they no longer use. 




Other Common Scams 
To Look Out For



Gift Card Purchases

Gift cards may be the perfect present, but they 
can also be a perfect tool for scammers to use 
to get your money. 

• Do not pay for services or fees with a gift card

• No legitimate business or government agency 
will ask you to pay with a gift card

• Treat gift cards like cash

Presenter Notes
Presentation Notes
Mention again that it’s ok to use gift cards for the places they are intended to be used. (restaurants, stores, etc.)

Scammers often manipulate individuals into buying gift cards and providing them with the card information or codes. 

They often present an issue that needs to be resolved and use urgency and persuasion to get the victim to buy gift cards.

-be cautious
-verify requests (no business will ever demand a payment in gift card form


Gift cards may be the perfect present, but they can also be a perfect tool for scammers to use to get your money. Gift cards should be used as that, do not pay for services or fees with a gift card. However, they can be used where they are meant to be used e.g., you can use a target gift card at target, or a visa gift card where they accept visa, but no legitimate business or government agency will ask you to pay with a gift card (such as a visa gift card). It is best to treat a gift card like cash, once you use money to put it on the gift card, that money is gone. 
Scammers often manipulate individuals into buying gift cards and providing them with the card information or codes. Many times, scammers will stay on the phone with the person the whole way from their home to the store and through the checkout line until the individual gives them the numbers. 
They often present an issue that needs to be resolved and use urgency and persuasion to get the victim to buy gift cards. Be cautious and verify requests. No business will ever demand a payment in gift card form.




Home Repair
A person or contractor offers home repair services for a low cost, often 
claiming they have materials left over from another job. 

• Use a licensed contractor – jobs over $1,000 require licensed contractors
• Registrar of Contractors – roc.az.gov

• Research contractor and ask for references

• Do not pay full amount up front

• Ask for everything in writing and read contracts carefully
• Do not sign anything you do not understand
• Ask for help if needed
• Don’t be afraid to negotiate terms of contract
• Don’t sign a contract or agreement with blank spaces

Presenter Notes
Presentation Notes
A person or contractor offers home repair services for a low cost, often claiming they have 
materials left over from another job. Be cautious. It’s best to use a licensed contractor that 
you seek out. Do your research and even ask for references. You can use the Registrar of
Contractors to search for licensed contractors, this can be found at roc.az.gov
Tools like NextDoor, Yelp, and Google can be used to view reviews from past customers. 

When considering someone for home repairs, ask for everything in writing. Read the 
contracts thoroughly and if you have questions, don’t be afraid to ask for help. Do not sign 
anything you do not understand, and don’t be afraid to negotiate the terms of a contact. As 
mentioned in an earlier slide, don’t sign any contacts or agreements that contain blank spaces.

Things to think about:
-Is this a licensed professional?
-Are they asking for a payment upfront?
-Is the workmanship genuine or is there incomplete projects when asking for payment?
-Are there extra costs in the invoice?

Ways to keep yourself safe:
-Research contractors
-Get multiple estimates
-Avoid upfront payment or payment in full
-Research permits and codes

If you suspect you have been a victim of home repair fraud or scam, report it to your local
 law enforcement authorities and contact your local consumer protection agency to seek 
assistance and guidance. By exercising caution, conducting thorough research, and being 
aware of the common tactics employed by scammers, you can reduce the risk of falling victim 
to home repair frauds and scams.




Door-to-Door Sales

A stranger approaches your home using high-pressure or fraudulent tactics to sell you 
a product or service, often at a low price or limited time offer. 

• Post a “No Soliciting” sign on front door

• Ask for identification and verify credentials of person and business

• Don’t pay in advance for a product or service. Do your research first

• Don’t let sales people in your home

• There is a 3-day right to cancel purchases made from a door-to-door salesmen
• Cancellation should be made in writing

Presenter Notes
Presentation Notes
If a stranger approaches your home using high-pressure sales tactics or fraudulent tactics to sell you a product or service, or even to offer a low price or a limited time offer- be wary. To help protect yourself from this type of scam you can take several steps. Post a “No Soliciting” sign on your front door. You can request these from our office and I have some today if anyone needs any. 

Ask for identification and verify credentials of a person or business. Are their wearing an official looking uniform or shirt? Ask if they have a card, a brochure, or a website you can look at. If you are going with a service of this type, don’t pay for anything in advance. Just like with home repairs, we are going to want to do some research before we choose a product. Most importantly, do not let the salesperson in your home. 
It is also important to know that there is a 3-day right to cancel any purchases made from a door-to-door salesman but this cancellation should be made in writing.

Arizona law (A.R.S. § 44-5004) gives a buyer a 3-day minimum right of rescission. Or, more specifically, the buyer may cancel a home solicitation sale until midnight of the third business day after the day on which the buyer signs the agreement. So, under some circumstances, buyers may have longer than 72 hours. Any agreement signed by the buyer must also contain conspicuous notice of this right to cancel. 

It’s ok to say no and close the door. It’s ok to speak through the door and often a good idea to let them know you are home. (Mention door-to-door is uncommon these days, but still happens so it’s best to be cautious.) By remaining vigilant, asking questions, verifying information, and refusing to make impulsive decisions, you can help protect yourself from falling victim to door-to-door sales scams.



Government Imposters

Scammers will contact consumers pretending to be government officials claiming 
that you owe money. Common ruses include IRS scams, jury duty scams, and 
Social Security Administration Scams.
 
• Be skeptical

• Government agencies will not call and threaten to 
    arrest you

• Contact agency directly if you have questions

• Do not pay government agencies with gift cards

Presenter Notes
Presentation Notes
Hit on the different Gov. entities that scammers often try to replicate.

Emphasize importance of being cautious, hanging up, and calling the entity they said they were from

Remember that government agencies will never demand immediate payment or sensitive personal information over the phone or through unsolicited communication. Stay vigilant, trust your instincts, and take steps to verify the authenticity of any requests before providing any personal or financial information.
�Scammers will contact consumers pretending to be government officials claiming that you owe money. Common ruses include IRS scams, jury duty scams, and Social Security Administration Scams.
 To help protect yourself it’s best to be skeptical. Government agencies will not call and threaten to arrest you.  You can contact the agency that they claimed to be directly with a number you look up yourself if you have questions. Do not call the imposter back using the same number they used to contact you. Instead you can find the legitimate number of a government agency on their “.gov” website online.

*Hit on the different Gov. entities that scammers often try to replicate*

Remember that government agencies will never demand immediate payment or sensitive personal information over the phone or through unsolicited communication. Stay vigilant, trust your instincts, and take steps to verify the authenticity of any requests before providing any personal or financial information. Do not pay those claiming to be government agencies with gift cards. 





Friends and Family
(AKA the Grandparent Scam)

Scammers may exploit personal relationships with friends or family members 
and manipulate the target asking for money due to an emergency.

• Ask questions to verify the identity of the person

• Contact another family member related to the person they are claiming to be

• Never send money if skeptical about where it may be going or identity of the 
caller

Presenter Notes
Presentation Notes
Hit on the different phrases or tactics scammers will use to try to imitate their loved ones. 

Talk about what to do when they get a call and/or message like that.

By maintaining a healthy level of skepticism, verifying information, and communicating directly with your loved ones, you can reduce the risk of being targeted by scams that exploit your relationships.

This scam is also sometimes referred to as the “Grandparent” Scam, because that is often who is targeted. Scammers may exploit personal relationships with friends or family members and manipulate the target asking for money due to an emergency. They may claim to be in another country or in jail somewhere. If the person on the phone is telling you to keep the payment a secret, that is a huge red flag. Ask questions to verify the identity of the person calling. If your grandchild is in danger and needs you to send money right away, looping in their parents or other family members is one of the safest things you can do to verify their identity. Or you can always hang up and call your grandchild directly to see if they pick up. Never send money if skeptical about where it may be going or the identity of the caller. By maintaining a healthy level of skepticism, verifying information, and communicating directly with your loved ones, you can reduce the risk of being targeted by scams that exploit your relationships.




Online Romance Scams
Scammers have been known to create fake online accounts and use the promise of love 
and companionship to trick people into sending them money or paying for expenses. 

• Set social media accounts to private

• Think carefully about what you post about yourself

• Be suspicious of unsolicited messages and requests 
    from strangers

• Research the names and back story of people you 
    meet online

• Be wary of anyone who asks for money or favors

• Video chat before meeting in person

Presenter Notes
Presentation Notes
Emphasize all points on slide. Transition into next slide and give the information about the videos before playing it.

Scammers have been known to create fake online accounts and use the promise of love and companionship to trick people into sending them money or paying for expenses. Social media may be an area where we overshare without thinking. Setting any social media to private can help protect you from a scam. Think carefully about what you post about yourself. Be suspicious of unsolicited messages and requests from strangers. You can research the names and back story of people you meet online. Be wary of anyone who professes strong feelings for you rather quickly and/or asks for money or favors, this is oftentimes how these scams start. If you are thinking of meeting a person, video chat before meeting in person to verify their identity.




Online Romance Scams

Presenter Notes
Presentation Notes
https://www.azfamily.com/video/2023/02/14/arizona-attorney-general-cracking-down-romance-scams/

In this video we will view what the AG is doing to help victims of online romance scams.

*Talk about what happens after video and hit on AG saying “650 Arizonans victimized for over 21 million dollars in losses” *







Identity Theft Warning Signs
Identity theft can be devastating. Know the warning signs and what to do if you 
become a victim.

WARNING SIGNS

• Withdrawals from your bank account 
that you can’t explain

• Phone calls from debt collectors about 
debts that aren’t yours

• Unfamiliar accounts or charges on your 
credit report

• Bills from medical providers for 
services you didn’t use

• Notice from the IRS that you filed 
more than one tax return

Presenter Notes
Presentation Notes
Emphasize the importance of freezing accounts right away

Maybe pull up website to show them how to report the identity theft.

Identity theft can have severe consequences, so it's important to recognize the warning signs and know how to respond if you become a victim. 

If you experience any of these signs, it's crucial to take immediate action to mitigate the damage.

Identity theft can be devastating. Know the warning signs and what to do if you become a victim.

Emphasize the importance of freezing accounts right away

Maybe pull up website to show them how to report the identity theft.

Identity theft can have severe consequences, so it's important to recognize the warning signs and know how to respond if you become a victim. 

If you experience any of these signs, it's crucial to take immediate action to mitigate the damage.






Identity Theft:
What to do Right Away

• Place a fraud alert/credit freeze and get your credit 
reports

• Call companies where fraud occurred

• File report with local law enforcement agency

• File report with FTC at Identitytheft.gov

Presenter Notes
Presentation Notes
Emphasize the importance of freezing accounts right away

Maybe pull up website to show them how to report the identity theft.

Again, it is important to freeze any accounts right away.

Call the companies where the fraud occurred. You want to first file a police report and then file a report with the FTC at FTC.gov because they will most likely ask for a police report number.

It is important to note that the Attorney General’s Office does not investigate cases of identity theft. Please follow these steps of who to report to and who to contact to help get the issue resolved as quickly as possible.




How to File a Consumer Complaint
• To request a complaint form, 

contact: (602) 542-5763 or 
consumerinfo@azag.gov

• Or you can go to AZAG.GOV
• Go to “Complaints” tab on top
• Select “Consumer”
• Scroll down to “File an Online 

Consumer Complaint”
• Or, on the same page, you can 

download a PDF version to   
mail in

Presenter Notes
Presentation Notes
Walk through how to file the complaint

Maybe pull up azag.gov to show them where to find it

If you feel like you may be a victim of a scam or fraud by a business there are steps you can take to act on it. You can file a complaint with us at the AGO. To do this you can print off or request a paper complaint form be mailed to you, then you send it back in with all information. Or, you can complete and submit the form online. All consumer complaint forms are received and reviewed by the office’s Consumer Information and Complaints section.


mailto:consumerinfo@azag.gov


After Filing a Consumer Complaint

• The office will send a letter of acknowledgement with the status of your 
complaint

• Your complaint will be reviewed

• With your permission, the office can forward your complaint to the company 
or individual named for their response

*We cannot provide any legal advice. If you wish to seek an attorney, you can 
locate one by contacting the Lawyer Referral Service, or using the

State Bar of Arizona website.

Presenter Notes
Presentation Notes
Once your complaint is received, CIC will send you a letter of acknowledgement with the status of your complaint. 
Your complaint will be reviewed by CIC; however, CIC does not determine if there is a consumer fraud violation. CIC reviews the complaint and tries to resolve the issue for the consumer. With your permission, CIC can forward your complaint to the company or individual named in your complaint for their response. Complaints and investigations with the Office are confidential and cannot be disclosed to the general public. We are prohibited by law from giving you legal advice, legal opinions or acting as your private attorney, since our role is to represent the State. 
If you wish to consult a private attorney, you can locate one by contacting the Lawyer Referral Service, or using the State Bar of Arizona website. 
Additional legal resources:
Pima County Legal Referral Service (520) 623-4635
Community Legal Services (602) 258-3434
Southern Arizona Legal Aid (520) 9465




http://www.azbar.org/FindaLawyer


Resources

• Phoenix: (602) 542-5763
• Tucson: (520) 628-6648
• Consumerinfo@azag.gov
• www.azag.gov

• FTC.gov
• DoNotCall.gov

• (Toll-free): 1-877-291-6222
• info@bbbcomunity.org
• Bbb.org

• annualcreditreport.com
• Equifax: (866)349-5191
• Transunion: (800)916-8800
• Experian:(888)397-3742 

 

Arizona Attorney General’s Office

Federal Trade Commission

Better Business Bureau

Credit Reporting Agencies

Presenter Notes
Presentation Notes
Go over resources, give them a moment to either take a picture or write down. Offer to send the contact a list of these resources via email when you can so they can share it with the attendees.




ANY QUESTIONS?

COMMUNITY OUTREACH AND EDUCATION
602-542-2123

CommunityOutreach@azag.gov
www.azag.gov



THANK YOU

OFFICE OF ARIZONA ATTORNEY GENERAL
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